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Issue Brief

Introduction

Youth in the juvenile justice system experience elevated rates of physical and behavioral health conditions resulting from
incarceration and other structural drivers of poor health. As youth of color and particularly Black youth are incarcerated at
vastly disproportionate rates, these burdens on health and wellbeing drive racial health disparities. Negative health
conditions experienced by youth who are incarcerated endure after incarceration. Especially in the period immediately
following release, youth experience markedly high rates of overdose and suicidal behaviors. The pre-release period,
during which youth are preparing to reenter their communities, as well as the post-release reentry period are thus critical
intervention points when youth would benefit from robust, coordinated support to address a host of health and health-
related social needs.

Recent policy innovations are attempting to expand access to such support by making Medicaid and CHIP coverage
available for reentry services designed to promote healthy transitions. These policy innovations include new Medicaid and
CHIP requirements that will mandate the provision of certain pre- and post-release services to eligible incarcerated youth.
In order to provide the services required by the Medicaid and CHIP reforms, states will need to ensure that relevant
partners, such as Medicaid agencies, correctional facilities, and community providers, can share data across systems.
Such data exchange is necessary to activate health plan coverage and to facilitate timely, appropriate, and person-
centered care. But numerous challenges may impede this data sharing, including the complexity of the legal frameworks
involved and the privacy concerns that arise when highly sensitive information is shared.

This resource is intended to assist states implementing the youth-focused Medicaid and CHIP reforms in navigating these
data sharing challenges. It identifies the important role of data sharing in reentry services and highlights the different
roadblocks that those engaged in data sharing may encounter. It then identifies legal, ethical, and practical considerations
for designing equitable data sharing systems that center the voices of impacted youth and protect against further
entanglement of punitive systems in health and social care. While this resource focuses on the Medicaid and CHIP
reforms, many of the considerations identified are relevant to other policy initiatives to support healthy transitions for
incarcerated individuals, including Medicaid section 1115 reentry waivers (experimental changes to state Medicaid
programs allowing coverage of pre-release services with HHS approval).



Background

Youth? in the juvenile justice system are at an increased risk of experiencing a host of physical and behavioral health
conditions that impede their ability to live healthy, thriving lives.? Research indicates that approximately two-thirds of youth
involved with the juvenile justice system have at least one substance-related problem,3 and, compared to their non-
incarcerated peers, they are significantly more likely to have mental health disorders* and to experience suicidal ideations
and behaviors.® Rates of adverse childhood experiences (ACE) are also disproportionately high among youth who are
incarcerated, a vast majority of whom have experienced at least one ACE.® Incarceration, a recognized social determinant
of poor health,” can exacerbate these adverse health outcomes through health-harming conditions such as overcrowding,
lack of access to health care, chronic and acute stressors of imprisonment, and traumatizing practices like solitary
confinement.® The negative health effects of incarceration endure after release; incarceration during adolescence and
early adulthood is associated with worse health outcomes later in life, even when controlling for other social determinants
of health.®

Mass incarceration in the U.S. is deeply inequitable. Youth of color are disproportionately incarcerated,® and Black youth
in particular are almost five times as likely as their white peers to be held in juvenile facilities.1? Youth in the child welfare
system?!2 and youth living in poverty!? are also overrepresented in the juvenile justice system. The system’s burdens on
health and wellbeing thus drive disparities, contributing to poor health outcomes among communities of color and
particularly Black communities, while compounding health risks associated with intersecting structural drivers of health
inequity.

Given the adverse health outcomes and racial disparities associated with juvenile justice system involvement, youth
returning to their communities after incarceration would clearly benefit from holistic support and timely access to services
to meet health and social needs. But research shows that youth face barriers to health-promoting interventions, such as
lack of access to health care coverage, during reentry.'* Additionally, lack of case management and coordination across
health and social services can overburden families, forcing them to navigate complex eligibility criteria, differing insurance
requirements, numerous appointments, and fragmented services on their own.1®> The resulting gaps in services pose
serious risks to health, particularly for individuals with behavioral health conditions, as the risk of drug overdoses and
suicidal behaviors is markedly elevated immediately following release.® And for young people in formative developmental
stages, lapses in supportive services may pose unique harms to health.1”

Historically, laws and policies governing Medicaid and other public benefits have contributed to these barriers, hindering
access to coordinated, continuous, and affordable services for youth during reentry. For example, a Medicaid provision
known as the inmate exclusion policy!® generally prohibits the use of federal Medicaid funds to pay for health care
received by incarcerated individuals with a limited exception for in-patient health care received in a medical institution.®
Further, the eligibility criteria for the Children’s Health Insurance Program (CHIP) exclude “inmates of a public institution”
from coverage.?®

As a result of these provisions, youth in the juvenile justice system have historically been unable to access Medicaid or
CHIP coverage for most health care received during incarceration. This has hindered healthy transitions during reentry for
several reasons. First, individuals may lack access to coverage after release due to delays in reinstatement of health plan
coverage.?! Medicaid coverage during reentry is linked to increased use of health care services as well as to decreased
risk of social determinants of poor health like reincarceration, particularly for individuals experiencing financial insecurity.??
Thus, policies that limit Medicaid coverage for individuals reentering deny them what can be an important component of
healthy transitions. Second, the inability to start providing services, including screening, case management, and discharge
planning, while individuals are incarcerated hinders efforts to link individuals to appropriate community services during
reentry.2® The pre-release period can be a crucial intervention point for supporting youth?* and a missed opportunity when
Medicaid and CHIP coverage only become available post-release.
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Medicaid and CHIP Reforms to Support Youth Who Are Incarcerated

In recent years, the federal government has advanced reforms to address some of these impediments to healthy
transitions.?> The Consolidated Appropriations Act, 2023 (CAA, 2023) is a key source of such reforms.2¢ Signed into law
on December 29, 2022, the CAA, 2023 lifts the Medicaid inmate exclusion policy and the CHIP eligibility exclusion of
“inmates of a public institution” under specific circumstances.2” This change makes federal Medicaid and CHIP funding
available to pay for certain services for youth in the pre-release and reentry periods.?® On July 23, 2024, the Centers for
Medicare & Medicaid Services (CMS) issued a guidance letter to state health officials, “Provision of Medicaid and CHIP
Services to Incarcerated Youth.”? The letter clarifies how states can comply with the Medicaid and CHIP reforms
implemented by the CAA, 2023, all of which go into effect on January 1, 2025.%0

As detailed in the letter, section 5121 of the CAA, 2023 requires that certain Medicaid-funded pre- and post-release
services be provided to eligible juveniles, including screening and diagnostic services and targeted case management
(TCM) services.?! TCM encompasses a range of services designed to assist eligible juveniles in accessing the support
needed to address health and health-related social needs. These include comprehensive assessment and periodic
reassessment of need for medical, educational, social, or other services; development and periodic revision of a person-
centered care plan; referral and related activities to connect individuals to needed services in accordance with care plans;
and monitoring and follow-up activities conducted as frequently as necessary and including at least one annual
monitoring.32 States with separate CHIP plans are subject to similar requirements for eligible juveniles covered by CHIP.33

For the purpose of the new Medicaid required services, an “eligible juvenile” is an individual under 21 or a former foster
care youth under 26 determined eligible for Medicaid immediately before or during incarceration.3* For CHIP required
services, an “eligible juvenile” includes incarcerated youth under the age of 19 in CHIP who are otherwise eligible for
services under the new requirements.3% Section 5121 limits the required services under both Medicaid and CHIP to youth
who are post-adjudication, meaning that they are incarcerated following disposition of their charges.3® In contrast, section
5122 gives states the option of providing Medicaid and CHIP services for eligible juveniles who are incarcerated while
awaiting disposition of their charges.3” A state that selects this option must provide the full suite of Medicaid and CHIP
services that would otherwise be available under the state plan (as opposed to only screening, diagnostic, and TCM
services).38

Medicaid Section 1115 Reentry Waivers

Medicaid section 1115 reentry waivers provide opportunities for states to improve health care
access and strengthen linkages to services during reentry. Under section 1115 of the Social Security
Act, 42 U.S.C. § 1315, the Secretary of the U.S. Department of Health and Human Services may
waive certain mandatory Medicaid provisions at states’ request, allowing states to test new
approaches to their Medicaid programs that would not normally be permitted under federal
requirements.39 In 2023 guidance, CMS encouraged states to apply for section 1115 waivers to
provide coverage for Medicaid services to soon-to-be-released incarcerated individuals.4° As of
October 2024, section 1115 reentry waiver proposals have been approved in eleven states and are
pending in fourteen states and D.C.4t While section 1115 reentry waivers differ from the Medicaid
and CHIP reforms in certain respects—mainly, that the waivers are optional and provide states
more flexibility to determine the scope of coverage—the policy changes share many objectives and
implementation components, as well as needs and challenges related to cross-sector data sharing.
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Benefits of Data Sharing

Data exchange is vital for ensuring that youth who are incarcerated receive Medicaid/CHIP pre-release services and for
successfully linking youth to appropriate services in their communities. In a 2023 Report to Congress, a stakeholder group
convened to identify promising practices for health care transitions during reentry emphasized how data sharing can
improve health care transitions for returning community members.42 For example, sharing data like expected release
dates between correctional agencies, carceral facilities, Medicaid/CHIP agencies, and/or Managed Care Organizations
(MCO) may be necessary to facilitate reinstatement of health plan coverage.*® Specifically with respect to required
services under section 5121, this data exchange would involve communication of expected release dates with
Medicaid/CHIP agencies or other entities to reinstate coverage as needed by the start of the pre-release period.

Additionally, as highlighted in the Report to Congress, sharing information on health care provided to individuals during
incarceration is crucial for ensuring that community providers are equipped to deliver informed, appropriate, and timely
care.** Community providers, for instance, may need to know information such as an individual’s diagnoses, treatment
plan, and current medications to address physical and behavioral health needs. Data exchange also facilitates successful
linkages connecting reentering individuals to appropriate health and social services. In fact, a study of one county’s efforts
to promote healthy transitions during reentry found that the most critical barrier to successful linkages was the lack of data
sharing between carceral and community systems.45

These data exchanges to support appropriate care and facilitate linkages will play an important role in the provision of
services required under section 5121. For example, case managers providing TCM services will likely require access to
information on a youth’s health and social needs to develop a care plan. And that information will need to be shared with
community providers to implement the care plan and to conduct follow-up activities. Without this kind of data sharing,
youth and their families would shoulder the burdens of navigating complex care systems on their own and of reporting
diagnoses, medications, and other data necessary for health and social care that often requires timely, accurate, and
comprehensive information. These are challenging tasks for anyone and are only made more difficult by the fragmented
and siloed nature of pre- and post-release services, as well as competing needs and stressors experienced during
reentry.

Another benefit of sharing data across correctional and community systems is that it lessens the burden on individuals to
share sensitive information over and over again. Requiring youth to tell their stories repeatedly due to lack of information
sharing across providers can be traumatizing and dehumanizing, particularly for those with histories of trauma.*é As a vast
majority of youth in the juvenile justice system have experienced at least one ACE—not to mention the trauma of juvenile
justice system involvement itself—lessening the burden on youth to tell their stories can promote trauma-informed care.
Furthermore, doing so may alleviate barriers to care for youth who might otherwise forego services altogether in light of
this burden.

Data Sharing Challenges

Complex Legal Frameworks

Agencies and other entities attempting to share data across correctional and community systems to promote healthy
transitions during reentry face several barriers. For one, agencies have found navigating legal frameworks governing data
use and privacy to be challenging, particularly in the context of cross-sector collaborations.*” Because partners involved in
care coordination often operate in distinct sectors (e.g., health care, corrections, homeless services, education, food
security, etc.), they are likely subject to differing legal standards for data sharing and privacy. Accordingly, a complex
patchwork of laws and regulations may govern a data exchange, making compliance challenging. Differing interpretations
of legal frameworks can lead to drawn-out negotiations over data use agreements, thus delaying data sharing projects.*2
And for risk averse parties who prioritize limiting liability—or for those who simply lack the capacity and expertise to
navigate these legal frameworks—foregoing any data exchange may appear to be the simplest option.
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Limited Interoperability

Another barrier to sharing the data of youth in the juvenile justice system is the absence of data systems designed to
share information with cross-sector partners. Historically, correctional and community systems have operated in siloes,
collecting and using data for their own purposes. To strengthen care continuity and improve access to informed and
appropriate services, these systems need to be interoperable, meaning that they have the capability to exchange data
with each other.#® Currently, interoperability is impeded by systems’ limited technological capacity to share information.5°
Interoperability additionally requires that information be recorded in a format conducive to sharing, which may not be the
case, particularly given that cross-sector partners may use differing terms and taxonomies to record data.5! Finally, data
quality issues may pose barriers to interoperability; incomplete or inaccurate data entries can preclude matching of
individuals’ data across systems.5?

Highly Sensitive Data and Potential Misuses

Agencies implementing the Medicaid and CHIP reforms also face the challenge of sharing data while protecting privacy
and ensuring responsible, ethical data stewardship that empowers youth and prevents harm. Youth in the juvenile justice
system have unique privacy concerns. Given that a majority of youth who are incarcerated experience behavioral health
problems, their health information may include types of data that are highly sensitive, such as substance use disorder
(SUD) data and mental health records. Data related to HIV and other STIs that are disproportionately prevalent among
incarcerated youth,52 as well as information on an individual’s history of incarceration, are similarly sensitive. Even well-
intentioned disclosures of such data may result in harm, like stigmatization of and discrimination against youth.>*
Additionally, misuses of sensitive data like SUD information and HIV-related data can lead to further criminalization,5°
exacerbating risk for communities already subject to disproportionate arrests and juvenile-justice system involvement,
such as youth of color and youth with disabilities.>6

Privacy Concerns and the Need for Trust in Seeking Health Care

Protecting the confidentiality of youth health information lays the foundation for trusting relationships with providers,
thereby promoting access to well-informed and higher quality care. Research shows that concerns about confidentiality
are a primary reason why young people forego seeking health care.5” When youth believe that the confidentiality of their
health information will be protected, they report greater willingness to disclose such information to their health care
providers.58 Building trust may be particularly important in the juvenile justice context, as concerns that personal data will
be misused and low levels of trust in institutions that collect personal data, including law enforcement, are most common
among individuals with lower levels of household income and education, as well as among communities of color, 50 all of
whom are overrepresented in the juvenile justice system.® These valid concerns are grounded in the reality that such
institutions may use data to surveil and subjugate targeted groups.6! Further, well-deserved medical mistrust within Black
communities stemming from legacies of harm and contemporary mistreatment in the medical field may heighten privacy
concerns.52 Systems for sharing data must therefore build trust through meaningful privacy protections to rectify harm and
promote access to person-centered, affirming care.

Inequitable Power Distributions

Systems for data sharing are often designed in ways that fail to empower the individuals whose data is shared, instead
vesting control in the governmental agencies and other organizations that hold the data.®® These data systems can
reinforce structural racism and other drivers of health inequities by, for example, using data to penalize communities of
color subject to oversurveillance.®* Likewise, technological innovation facilitating data collection can operate to exacerbate
inequitable distributions of power through oversurveillance, exploitation, and exclusion of certain communities from the
benefits of technological advancements.®®> Agencies implementing the Medicaid and CHIP reforms must promote
community involvement and ensure that the voices of youth, and particularly youth of color, guide development and
implementation, building power among impacted communities and avoiding inequitable data sharing practices that
reinforce and further injustice.
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Considerations for Effective and Equitable Data Sharing

In short, data sharing across correctional and community systems is complex and laden with risk, but failure to share data
entails risk as well given the vital role data plays in effective pre- and post-release services to support youth during a
particularly unsafe period. Thus, data sharing partners must not shy away from the admittedly hard work of navigating
these challenges. Rather, partners must work towards effective and equitable cross-sector data sharing, recognizing the
value of disclosure and the imperative of safeguarding privacy. This work necessitates community-driven, empowering
data sharing that protects against further entanglement of punitive systems in health and social care.

What follows are considerations drawn from prior data sharing initiatives to support health during reentry and other cross-
sector data collaborations to address health and social needs. These considerations and best practices are intended to
guide agencies and other partners implementing the Medicaid and CHIP reforms in their use of data to promote and
protect the health of youth.

Strong Partnerships

Building collaborative relationships among partners will lay the groundwork for successful data sharing in the
implementation of the Medicaid and CHIP reforms.5¢ In this context, partners who share data with each other may include
state Medicaid agencies, MCOs, community health and social services providers, correctional agencies, and correctional
facilities, among others. Data sharing relies on trust as well as ongoing coordination, so it is important for these partners
to communicate extensively with each other.%” Other key relationships include those with partners who do not necessarily
disclose or receive data but whose experience and buy-in are critical to developing equitable and effective data sharing
initiatives, such as community-based organizations and youth and families with lived experience.® Numerous resources
are available to assist states in engaging communities with lived experience with incarceration in implementation of the
Medicaid and CHIP reforms.%°

Development of these partnerships should start early; past initiatives to support healthy transitions have found that
bringing the right people to the table and developing strong partnerships early on was critical to the initiatives’ success.”®
Investing in partnerships early is particularly important for data sharing between correctional and community systems and
state Medicaid agencies for several reasons. First, in many jurisdictions and in part due to the inmate exclusion policy,
data sharing between these entities has not occurred systematically in the past. Accordingly, these entities may lack
preexisting relationships that would have laid the foundation for further collaboration. Additionally, correctional and
community partners may have (at times, substantially) different objectives and approaches to their work. Collaborating
early on to build consensus around data sharing will support implementation of the Medicaid and CHIP reforms.”®

Pima County

Pima County, Arizona, has implemented several initiatives to promote access to care during
reentry through information sharing, including health information exchange among correctional
and community providers and data sharing among agencies to facilitate Medicaid enrollment or
reinstatement.”2 In a 2017 review of these initiatives, the Urban Institute found that strong
collaborations were essential.73 Specifically, in addition to partnerships between Medicaid and
correctional agencies, the review emphasized the role of community partner organizations.74
Pima County partnered with a nonprofit organization, the Pima Community Access Program, to
support the Medicaid enrollment process for incarcerated people 30-45 days prior to release.7s
An organization with many years of experience connecting low-income residents to coverage, 76
the Pima Community Access Program exemplifies how organizations with histories of community
involvement are positioned to lend unique expertise to data sharing initiatives.
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Promoting Interoperability

Working to strengthen partnerships may additionally support efforts to promote interoperability. While achieving
interoperability will require development of more sophisticated technology systems for many partners, establishing a
shared vocabulary and standards conducive to data exchange will be a key early step.””

For necessary advancements in technology systems, CMS has indicated that federal funding opportunities are available
to support states sharing data between carceral and community systems. On September 27, 2024, CMS announced an
opportunity for state Medicaid and CHIP agencies to apply for grant funding to support implementation of the Medicaid
and CHIP reforms, among other reforms in the CAA, 2023.78 Permissible uses of funding include investment in IT systems
to enable bidirectional information sharing to promote care coordination and support healthy transitions during reentry.”
Additionally, in guidance on Medicaid section 1115 reentry waivers, CMS explains that state Medicaid agency IT system
expenditures incurred to support exchange of information across health care, social services, and carceral systems in
implementation of section 1115 reentry waivers may be eligible for enhanced Medicaid funding.8® Specifically, 90/10
enhanced federal matching may be available for states’ design, development, and implementation of data systems to
promote sharing across state Medicaid agencies, carceral facilities, and correctional agencies.8! States may also request
75/25 enhanced federal matching for costs related to ongoing operation of CMS-approved systems.82

Given that updating technological systems takes time and partners may not be able to develop fully interoperable systems
before the Medicaid and CHIP reforms go into effect, partners may benefit from starting with low-tech data sharing
practices that, while not necessarily sustainable, enable initial data sharing while systems are being updated. Being open
to short-term, flexible solutions may lay the groundwork for larger scale changes and promote access to services for youth
in the interim.83

Ohio Medicaid Pre-Release Enrollment Program

Beginning in 2014, the Ohio Medicaid Pre-Release Enrollment Program, a collaboration between
the Ohio Department of Medicaid, the Ohio Department of Rehabilitation and Correction, the
Mental Health and Addiction Services Department, and Ohio MCOs, worked to enroll soon-to-
be-released individuals in Medicaid and to provide care management.84 This program involves
data exchange between the Department of Rehabilitation and Correction, the Department of
Medicaid, prisons, and MCOs.85 At first, this data exchange was manual, with parties
communicating via email, phone calls, and a portal for securely sharing files.86 Over time, the
Medicaid Pre-Release Enrollment Program implemented automated data sharing through a
centralized secure site.8” One lesson learned from this program was the value of being flexible
with respect to technology systems, for example, leveraging low-tech systems for initial data
exchange while working towards interoperability.88

Navigating Legal Frameworks

As noted above, navigating the legal frameworks governing the data of youth involved in the juvenile justice system will be
challenging given the complex patchwork of applicable legal requirements. In general, whether a data privacy law limits
the use or disclosure of data will depend on the type of data at issue, the party holding the data, and the purpose of the
use or disclosure, among other factors. Importantly, while applicable law will likely limit disclosures under certain
circumstances, many data privacy laws permit use or disclosure with the consent of the individual who is the subject of the
data. Additionally, although some laws may limit sharing of data even with consent, such laws may permit sharing for care
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coordination or other purposes that align with the Medicaid and CHIP reforms. In guidance, CMS has accordingly
indicated that, while they may establish certain protections and conditions on use and disclosure (e.g., security or consent
requirements), laws and regulations including HIPAA, 42 C.F.R. Part 2, and the Medicaid Applicant and Beneficiary
Information Safeguards “should not be barriers for health care personnel to coordinate patient care among organizations”
in implementation of the Medicaid and CHIP reforms.8°

The following sections provide high-level summaries of some laws and regulations that are likely to apply to the data of
youth who are eligible for services under the Medicaid and CHIP reforms, highlighting considerations specifically
pertaining to minors and people who are incarcerated. This list is not comprehensive. Further, it bears noting that laws
and regulations constitute the floor of what is required with respect to consent and privacy protections and do not
necessarily reflect best practices for data sharing under all circumstances.

HIPAA’s Privacy Rule and Incarcerated Minors

The Health Insurance Portability and Accountability Act (HIPAA) is a federal law that governs individually identifiable
health information, referred to as protected health information (PHI).° HIPAA applies to covered entities as well as
business associates that provide certain services or perform certain functions for or on behalf of covered entities that
involve access to PHI.°1 Covered entities include health plans and health care providers that bill electronically,? thus
many partners involved in implementation of the Medicaid and CHIP reforms are subject to HIPAA’s requirements. A
provision of HIPAA known as the Privacy Rule generally prohibits the use or disclosure of an individual's PHI absent an
authorization from the individual granting permission for the use or disclosure.%? There are numerous exceptions to this
general rule. For example, covered entities may use or disclose PHI for treatment, payment, or health care operations
without obtaining individual authorization.®* Additionally, covered entities may use or disclose PHI absent individual
authorization to the extent the use or disclosure is required by law.%

The Privacy Rule additionally creates exceptions to the authorization requirement specifically for the PHI of people who
are incarcerated in correctional facilities. HIPAA provides as follows:

A covered entity may disclose to a correctional institution or a law enforcement official having lawful
custody of an inmate or other individual [PHI] about such inmate or individual, if the correctional institution
or such law enforcement official represents that such [PHI] is necessary for:

(A) The provision of health care to such individuals;
(B) The health and safety of such individuals or other inmates;
(C) The health and safety of the officers or employees of or others at the correctional institution;

(D) The health and safety of such individuals and officers or other persons responsible for the
transporting of inmates or their transfer from one institution, facility, or setting to another;

(E) Law enforcement on the premises of the correctional institution; or

(F) The administration and maintenance of the safety, security, and good order of the
correctional institution.%

A correctional institution that is a HIPAA covered entity may use the PHI of individuals who are incarcerated for any of the
above purposes.¥”
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For uses and disclosures that require individual authorization under the Privacy Rule, HIPAA specifies certain elements
that must be included for an authorization to be valid, such as a description of the PHI to be used or disclosed,
identification of the persons authorized to disclose and receive the PHI, and the purpose of the use or disclosure, among
other elements.%

In implementation of the Medicaid and CHIP reforms, PHI shared among entities like state Medicaid agencies, community
providers, and correctional health care providers will include the PHI of minors. This raises the question of whether the
minor, a parent, or someone else is the appropriate party to provide authorization for a use or disclosure under HIPAA.
Generally, an individual’s authority to make decisions about the use or disclosure of information related to health care that
they receive tracks their authority to decide to receive that health care.® For most health care received by an
unemancipated minor, the minor’s parent or guardian has legal authority to make decisions related to the minor’s health
care. Under HIPAA, a parent, guardian, or other person acting in loco parentis with such legal authority generally serves
as the minor’s “personal representative.”1% Covered entities must treat a personal representative as the “individual” for the
purpose of the Privacy Rule,1! thus, a minor’s personal representative can authorize a use or disclosure of the minor’s
PHI.

There are, however, three circumstances where an unemancipated minor, and not their personal representative, is treated
as the “individual” under the Privacy Rule:

(1) The minor may be treated as the individual when the minor has legal authority to consent to
receive health care, does consent, and no other consent is legally required.°? While parents
generally have authority to make health care decisions for minors, every state has laws granting minors
authority to consent to receive health care under specific circumstances. For example, state law may
permit a minor to consent to receive reproductive health care,19 HIV/STI screening and/or treatment,104
and other kinds of care.1%5 Accordingly, agencies and other entities applying the Privacy Rule will need to
consider applicable minor consent laws when determining the appropriate party to provide authorization.

(2) The minor may be treated as the individual when the minor may legally obtain a health care
service without the consent of a parent, guardian, or other person acting in loco parentis, and the
minor, a court, or another person authorized by law consents to such health care service.'® This is
a somewhat narrow provision that most notably applies in states that permit minors to obtain an abortion
without parental involvement through a judicial bypass procedure.

(3) The minor is treated as the individual when a parent, guardian, or other person acting in loco
parentis assents to an agreement of confidentiality between the covered entity and the minor with
respect to a health care service.'"”

When a minor consents to health care under circumstances (1) or (2), the scope of the PHI over which the minor has
authority corresponds to the scope of health care services to which they have authority to consent.2% Thus, for example, if
a minor is legally authorized to consent to receive mental health care and does consent, they are the individual with
respect to the PHI pertaining to that mental health care.

In situations where the minor is not treated as the “individual” under the Privacy Rule, HIPAA defers to state and other law
governing who may make health care decisions on behalf of a minor to determine who constitutes the personal
representative.1% Thus, agencies should determine whether state law vests this decision-making authority in parties other
than parents—such as social workers, foster parents, or courts acting in loco parentis on behalf of system-involved
youth—and whether such parties have exercised that authority.0

Page 9



42 C.F.R. Part 2: Health Information Related to Substance Use Disorders

Certain health information related to SUDs is subject to additional standards in 42 C.F.R. Part 2 (commonly referred to as
“Part 2”). The purpose of Part 2 is to encourage people to seek and remain in SUD treatment by protecting confidentiality
and ensuring that patients receiving SUD treatment are not made more vulnerable on account of having a SUD treatment
record.1! Part 2 applies to federally assisted substance use programs and lawful holders of Part 2 records.112 Federally
assisted substance use programs receive federal assistance (such as participating in the Medicare or Medicaid programs
or holding a DEA permit) and are either (1) a person (other than a general medical facility) that holds itself out as
providing and provides SUD diagnosis, treatment, or referral for treatment; (2) an identified unit within a general medical
facility that holds itself out as providing and provides SUD diagnosis, treatment, or referral for treatment; or (3) medical
personnel or other staff in a general medical facility whose primary function is the provision of SUD diagnosis, treatment,
or referral for treatment and who are identified as such providers.'13 These may include community SUD treatment
providers as well as SUD treatment clinics located in correctional facilities.'4 A lawful holder of Part 2 records is defined
as a person who is subject to Part 2 because they received Part 2 records as a result of a disclosure pursuant to a valid
written consent or an exception to the consent requirement.5

Part 2 thus applies more narrowly than HIPAA, covering limited subsets of entities and health information, but it provides
protections that are more stringent than those found in HIPAA. In most cases, Part 2 requires written individual consent
for uses and disclosures of SUD records outside of the Part 2 program, including for treatment.1® Unlike HIPAA, which
makes many exceptions to the Privacy Rule’s authorization requirement, Part 2 contains limited exceptions.” And it
generally prohibits uses or disclosures in any civil, criminal, administrative, or legislative proceedings absent consent or a
court order.118

Under Part 2, a valid consent granting permission for a use or disclosure must be in writing and must include certain
elements, including the purpose of the use and disclosure, as well as notices to patients.'® Disclosures under Part 2 must
be limited to the information necessary to carry out the stated purpose.?° Additionally, when disclosed pursuant to a
written consent, Part 2 records must be accompanied by a notice informing lawful holders of prohibitions on
redisclosure.?

As with HIPAA, whether a minor can, acting by themselves, consent to share SUD records covered by Part 2 will depend
on the minor’s authority to consent to receive the underlying health care.'?? If state law authorizes a minor acting alone to
obtain SUD treatment, written consent may only be given by the minor.123 If, on the contrary, state law requires that a
parent, guardian, or other person consent to the minor’s treatment, a written consent must be given by both the minor and
the parent, guardian or other person.24 In this way, HIPAA and Part 2 differ, as HIPAA generally does not require a
minor’s authorization where the minor lacks authority to consent to treatment.

Medicaid Applicant and Beneficiary Information Safeguards

Section 1902(a)(7) of the Social Security Act and its implementing regulations, 42 C.F.R. Part 431, Subpart F, establish
confidentiality protections governing state Medicaid agencies’ use and disclosure of Medicaid data.'?®> These Medicaid
Applicant and Beneficiary Information Safeguards (Medicaid Information Safeguards) require state Medicaid plans to
provide, pursuant to state statute, safeguards restricting the use or disclosure of Medicaid data of applicants and
beneficiaries.*?6 Under 42 C.F.R. 8 457.1110, these requirements apply to separate CHIP plans as well.'?” States have
some flexibility in determining what information is protected, but the Medicaid Information Safeguards set forth specific
types of information that must be protected, such as names and addresses and data on medical conditions and
services.1?8
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The Medicaid Information Safeguards require states to limit uses and disclosures to purposes directly related to the
administration of the state Medicaid (or CHIP) plan, which are defined as:

(1) establishing eligibility;
(2) determining the amount of medical assistance;
(3) providing services for beneficiaries; and

(4) conducting or assisting an investigation, prosecution, or civil or criminal proceeding related to the administration of
the plan.12°

Additionally, the Medicaid Information Safeguards require that states restrict access of data to persons or agencies
subject to standards of confidentiality comparable to those of the state Medicaid agency.3 And, for certain disclosures,
the agency must obtain consent, whenever possible, before responding to a request for information from an outside
source.'3! However, even with consent, disclosures are still limited to those for purposes directly related to plan
administration.

Application of these safeguards will depend in part on the specifics of the state law implementing them, but CMS
commentary on what constitutes a purpose directly related to plan administration can provide guidance on permissible
disclosures. In the July 2024 guidance letter on implementation of the Medicaid and CHIP reforms, CMS states that the
Medicaid Information Safeguards “should not be barriers for health care personnel to coordinate patient care among
organizations or for audit, monitoring, and/or evaluation activities.”*32 This suggests that certain Medicaid and CHIP data
sharing involved in provision of screening, diagnostic, and TCM services to youth covered by Medicaid or CHIP would
qualify as disclosures directly related to plan administration. Past CMS statements are consistent with this position. For
example, CMS has indicated that sharing Medicaid data with health care providers to “better manage a beneficiary’s total
care” and for “improved care coordination” would be permissible under certain circumstances.133

Additional Laws and Regulations

The Medicaid and CHIP reforms will likely involve exchanges of data that are subject to additional federal and state laws
and regulations. In part depending on the health and social needs of a particular youth, the provision of services—
particularly TCM services like connecting youth to support, monitoring, and follow-up activities—may entail information
exchange with entities subject to other federal laws. For example, the Family Educational Rights and Privacy Act
(FERPA),134 the Homeless Management Information System (HMIS) Privacy and Security Standards,3 and the
confidentiality requirements in Title IV-E of the Social Security Act for child welfare records,'% among other laws, may
apply. Partners should consider the applicability of such laws, as well as state laws implementing them, 37 and ensure that
data exchanges comply with any relevant consent requirements and other safeguards.

State laws and regulations will also govern the exchange of data pertaining to youth in the juvenile justice system. Federal
privacy laws like HIPAA and Part 2 create a minimum floor of protections and permit states to establish additional
protections that are more stringent.138 |t is common for states to establish additional protections (or protections mirroring
federal law), particularly for information that is especially sensitive. This includes, for example, data related to HIV status
and treatment®®® and behavioral health.14? States may also have their own general health privacy laws that mirror or differ
somewhat from HIPAA.14! Partners must additionally heed state confidentiality requirements for juvenile justice system
records.'#? Such requirements are critical for safeguarding against stigmatization of and discrimination against youth
based on their juvenile justice system involvement.

*kk
The laws and regulations referenced here comprise only a portion of the legal requirements that may govern data
exchanges needed to implement the Medicaid and CHIP reforms effectively. Other federal, state, and local laws may

apply, and partners exchanging data should consult with their legal counsel early and often to ensure compliance with
requirements for consent and other data privacy and security safeguards. Numerous resources are available to support
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partners and their legal counsel in navigating these legal considerations.4® To further support partners navigating state-
specific legal issues in implementation of the Medicaid and CHIP reforms, states may consider issuing guidance to clarify
how state laws will apply.144

Obtaining Informed Consent

Applicable laws and regulations may impose varying requirements around the content, form, and scope of consent.
Partners obtaining individual consent to share data must navigate these different requirements, which can be
challenging.'®> Moreover, in addition to complying with legal requirements, partners should strive for informed consent
practices that promote ethical and equitable (as well as lawful) data sharing. Common practices for obtaining consent
often fail to support informed, autonomous decision-making. For example, while they may be legally compliant, consent
forms are often inaccessible due to their length, numerosity, and use of legal jargon.1#¢ As a result, people may not read
them and/or may not fully comprehend the purpose, terms, and consequences of sharing data (or not sharing it).14”
Additional accessibility issues may arise for individuals with limited proficiency in English, individuals with limited literacy,
and/or individuals with intellectual disabilities. Furthermore, having to go through numerous consent processes can be
frustrating, and even retraumatizing, for individuals attempting to navigate fragmented systems of care.14® These and
other factors can lead to disengagement and ultimately impede informed decision-making.

For structural reasons, youth involved in the juvenile justice system (as well as their parents and guardians) may also
experience pressure to consent to share data that could call into question whether their consent is given entirely
willingly.14° By way of example, youth in need of services to address critical needs (e.g., behavioral health issues, housing
and food insecurity, etc.) may feel that they must share their data or else forego such services. Consent processes must
recognize such dynamics and strive to promote power within systems that, at times, undermine individual agency. What
follows is an overview of best practices to promote ethical data sharing identified by parties navigating these consent
issues in the context of data sharing projects. Throughout the design and use of consent forms and processes, partners
should center the voices of community-based organizations and youth and families with lived experience navigating
consent systems.

First, consent forms should use plain language and provide specific and concise explanations that account for potential
accessibility issues such as language barriers and limited literacy.*° Consent forms that are lengthy and complex,
causing frustration and disengagement, should be avoided.*>* Some states and localities have piloted consent processes,
such as streamlined consent forms, that may be useful to states implementing the Medicaid and CHIP reforms. The
California Department of Health Care Services’ Authorization to Share Confidential Medi-Cal Information, for example,
piloted a concise consent form and consent management system aiming to facilitate the cross-sector exchange of data.'?
While concision can promote clarity, consent forms should avoid combining information to the extent that doing so
impedes individuals from making informed decisions regarding specific types of data (highly sensitive data, in particular)
and the purposes for which such data may be used or disclosed.153

In addition to the forms used, the processes involved in obtaining consent can be designed to support informed decision-
making. For example, it may be helpful for staff to explain the purpose, terms, and risks of data sharing and to answer
guestions that arise, rather than simply providing a consent form. Peer support navigators and community health workers
with lived experience may be particularly well positioned to provide culturally competent support to youth who are
incarcerated in the consent process.'> Investing in staff training will help to ensure that staff can provide clear information
and answer questions about consent, adjust processes as needed, and cultivate environments of dignity and respect.1%®
Ensuring that individuals have sufficient time to review information and make a decision will also support informed
decision-making.1%¢ Finally, consent processes should strive to maximize individuals’ control over the scope of their
consents, for example, ensuring that consent is revocable at any time and that individuals understand the revocation
process.5” Providing more granular consent options (i.e., permitting individuals to choose what data is shared with whom)
is another way to increase control over a consent’s scope.!58 Partners providing such granular consent options should aim
to ensure that the inclusion of more options does not overcomplicate consent forms, frustrating the goal of clear
communication.
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Equitable and Empowering Data Governance

While informed consent plays a crucial role in advancing ethical and equitable data sharing, it is only one of several
components of an empowering data system. Structural safeguards in policies and data use agreements and decision-
making processes that center equity and build power among impacted communities operate to supplement informed
consent and ensure that data uses do not perpetuate structural racism and other drivers of health inequities.

Accordingly, agencies and other partners implementing the Medicaid and CHIP reforms must carefully consider their data
governance systems—the policies, procedures, and agreements governing what data is collected, how data is used and
secured, with whom it is shared, and how and when consent is obtained, among other key decisions—as well as the ways
that data governance is designed.5°

Data governance that is driven by impacted communities, including youth with lived experience with the juvenile
justice system, can support meaningful safeguards and equity-centered decision-making.'®® As those closest to
the problem, impacted communities have unique insight into the importance of data sharing, concerns about
harmful uses of data, and avenues for addressing those concerns.!®! Indeed, in California, counties preparing for
implementation of section 1115 reentry waivers have emphasized the importance of including people with lived
experience of incarceration in governance, given their unique understanding of challenges and potential solutions.162
Equitable and empowering data sharing centers these insights throughout the data sharing lifecycle, starting from the
initial planning stage and continuing as data sharing practices evolve over time.63 |t also ensures that engagement
empowers, rather than burdens, community members, for example through fair compensation.16* Numerous tools are
available to guide partners in this work of engaging communities with lived experience with incarceration65 and centering
racial equity in their data governance.16¢

In the context of the Medicaid and CHIP reforms, data governance can establish standards that go above and beyond
requirements set forth in law and regulation. These standards may govern the types of data that may be shared to provide
the screening, diagnostic, and TCM services; the agencies and other partners with whom data is shared; and the
purposes for which data may be disclosed and used. The implicit but critical corollary is also true—these data governance
decisions can dictate what types of data are not disclosed, which entities do not receive data or certain kinds of data, and
which purposes are prohibited.

Such safeguards dictating which uses and disclosures are permissible can play a crucial role in implementation of the
Medicaid and CHIP reforms given the importance of sharing data to provide appropriate, holistic care and the risk that
sensitive data will be used to stigmatize and further criminalize youth. For example, safeguards could include a firewall
around a correctional health care facility’s data system from other parts of the institution; a prohibition on the disclosure of
any data to law enforcement unless required by law; mandatory security measures like encryption; and/or a requirement
that only the minimum data necessary is shared.®” While such safeguards may be required by law under certain
circumstances, data governance provides an opportunity to design and implement safeguards in cases when they are not
legally mandatory.

In addition to protecting against misuses of data, robust data governance that centers health equity and the voices of
impacted communities helps to build the trust and buy-in necessary for effective data sharing.1%® By promoting
transparency around the data shared and with whom it is shared, as well as how decisions are made, data governance
can cultivate this trust.16® Particularly in light of the disconnects between correctional and community systems and the
historic use of data to subjugate, rather than benefit, certain communities, cultivating this trust should be a top priority.

Alameda County Social Health Information Exchange

In Alameda County, California, the Social Health Information Exchange (SHIE) supports cross-
sector care coordination through collection and integration of individuals’ health and social
information, including medical, housing, social care, and incarceration data.r7c SHIE data
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populates a Community Health Record (CHR) to share relevant information, in accordance with
applicable law, with an individual’s care providers to support whole-person, coordinated care.!7*
To improve access to services for individuals who are returning to their communities from
Alameda County jails, the SHIE facilitates collection of individuals’ jail release dates from several
sources, including county court systems and the Alameda County Sheriff’s Office. Alerts with an
individual’s release date are sent to care providers with whom the individual has previously
worked, with the aim of promoting care continuity, improving access to wraparound services
during reentry, and reducing recidivism. Organizations that participate in the CHR as end users,
such as community health and social services providers, can view data on health and social needs
and eligibility for benefits, as necessary to support care coordination and informed care.

Take the following scenario as an example of how the SHIE aims to support individuals returning
to their communities from jail. An individual with a mental illness is expected to be released from
jail on an upcoming date, they have previously received services from a community behavioral
health provider participating in the SHIE, and they have consented to disclosure of their data.
The SHIE will send an alert to the behavioral health provider, notifying them of the upcoming
release date. The provider will then know to proactively reach out to the individual during the
reentry period to ensure access to care and continuity of services. Using the CHR, the provider
can view certain data disclosed by other health and social services providers participating in the
SHIE that have delivered services to the individual, including jail health services. This way, the
behavioral health provider will have information (e.g., diagnoses, medications, past services
received) that assists them in providing higher quality services and making referrals.

While data exchanges in implementation of the Medicaid and CHIP reforms will likely involve
more expansive sharing than what currently occurs through the SHIE, Alameda’s work to improve
care continuity for individuals reentering highlights lessons that can inform states’
implementation of the Medicaid and CHIP reforms. For one, listening to the voices and
experiences of impacted communities in development of the SHIE has been essential. These
perspectives help to ensure that the SHIE promotes effective service delivery, rather than simply
collecting data for the purpose of identifying—and not effectively addressing—areas of need.
Additionally, the SHIE has aimed to ensure that data sharing benefits and empowers individuals
by requiring individual consent for all disclosures and limiting data sharing to what is necessary
for care coordination. Organizations access data in accordance with a structured privacy
framework that determines which records and data types each organization may access.72 This
protects against data sharing practices that impede access to services, result in stigma, or
otherwise harm community members.

Negotiating data sharing agreements and navigating real and perceived legal constraints has
posed the greatest challenge. But certain steps have helped the SHIE reach consensus with
partner organizations. These include bringing partners together, listening to the reasoning behind
any resistance to data sharing, and finding points of agreement, even if that means starting small.
Furthermore, focusing on a narrow set of data elements and not attempting to collect more data
than is necessary for care coordination purposes can build trust and help partners reach
agreement. Importantly, this process can be lengthy; partners should be prepared to invest time
in achieving data exchange, ultimately working towards holistic and informed support for
individuals returning to their communities from incarceration.
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Conclusion

The pre- and post-release periods present intervention points to support youth returning to their communities and to
interrupt drivers of health inequity. As states work to implement Medicaid and CHIP reforms and other policy initiatives to
support healthy transitions during reentry, including Medicaid section 1115 reentry waivers, close attention must be paid
to data sharing and privacy issues. Challenges may arise related to complex legal frameworks, limited interoperability, the
need to protect sensitive data, and medical mistrust. As outlined in this resource, states can navigate these challenges to
develop effective and equitable data sharing systems that center the voices of impacted youth, promote care continuity
and person-centered support, and protect against harmful misuses of data.

This document was developed by Emma Kaeser, J.D., Staff Attorney, Mid-States Region. The Network promotes
public health and health equity through non-partisan educational resources and technical assistance. These
materials provided are provided solely for educational purposes and do not constitute legal advice. The
Network’s provision of these materials does not create an attorney-client relationship with you or any other
person and is subject to the Network’s Disclaimer.
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